QUESTION 1

Y ou are the network administrator for Certkiller.com. A server named CertkillerSrvA functions as an intranet
Web server for the human resources (HR) department. A server named CertkillerSrvB is a Microsoft Exchange
2000 Server mail server. The network configuration is shown in the exhibit.
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CertkillerSrvA contains confidential documents that must be accessed daily by users on only the 10.9.8.0
subnet. All users must be able to connect to CertkillerSrvB. Y ou want to configure the TCP/IP properties of
CertkillerSrvA to prevent any computer in the 10.9.7.0 subnet from establishing a session with CertkillerSrvA.
What should you do?

A. Configure CertkillerSrvA port filtering to block TCP port 80.

B. Use Internet Connection Firewall (ICF) with no services selected.

C. Configure CertkillerSrvA with a default gateway address of 10.9.8.6.

D. Configure CertkillerSrvA with no default gateway address.

Answer: D

Explanation:

We have arouted subnet here. For clientsin the 10.9.7.0 network to communicate with CertkillerSrvA, they
must be configured with a default gateway address (the address of the router), which they have. However, to
establish a session with CertkillerSrvA, CertkillerSrvA must also be configured with a default gateway address
(the address of the router), so that CertkillerSrvA can communicate with the clientsin the 10.9.7.0 network. By
removing the default gateway from CertkillerSrvA, we can disable this communication. CertkillerSrvA will still
be able to communicate with clients on the 10.9.8.0 network.

Incorrect Answers:

A: Port 80 is used by the web server. We shouldn't block it, otherwise clients in the 10.9.8.0 network will not be
able to communicate with the server on the default port.

B: Thiswon't prevent any internal network communications.

C: 10.9.8.6 isthe correct default gateway for the server. We need to remove the default gateway setting.

QUESTION 2
Y ou are the network administrator for Certkiller. The network consists of a single Active Directory domain



Certkiller.com. The domain contains 25 Windows server 2003 computers and 5,000 Windows 2000
Professional computers. Y ou install and configure Software Update Services (SUS) on a server named
CertkillerSrv. All client computer accounts are in the Clients organizational unit (OU). Y ou create a Group
Policy object (GPO) named SUSupdates and link it to the Clients OU. Y ou configure the SUSupdates GPO so
that client computers obtain security updates from CertkillerSrv. Three days | ater, you examine the
Windowsupdate.log file on several client computers and discover that they have downloaded Windows security
updates from only ndowsupdate.microsoft.com. Y ou need to configure all client computers to download
Windows security updates from CertkillerSrv. What should you do?

A. Open the SUSupdates GPO and configure the Configure Automatic Update policy to assign the Auto
download and notify for install setting for Windows security updates.

B. Open the SUSupdates GPO and configure the Configure Automatic Update policy to assign the Auto
download and schedule the install setting for Windows security updates.

C. Create software distribution policy for the SUSupdates GPO that assigns the package WUAU22.msi to all
client computers. Restart al client computers.

D. Ondl client computers, configure the UseWU Server registry value to enable Automatic Updates to use
CertkillerSrv.

Answer: D

Explanation:

The Windows 2000 clients aren't able to use the GPO setting that configures which server they should receive
their updates from. Y ou can import a template file to correct this problem, but that isn't listed as an answer. The
only answer that will work isto edit the registry of the client computers to configure them to receive their
updates from CertkillerSrv.

Incorrect Answers:

A: Thiswon't affect which server the clients download the updates from.

B: Thiswon't affect which server the clients download the updates from.

C: WUAU22.ms isthe automatic updates client software. The clientsin this case aready have thisinstalled (it
comes as part of Windows 2000 Service Pack 3).

Reference:

http://www.jsiinc.com/SUBL /tip5800/rh5809.htm

QUESTION 3

Y ou are the network administrator for Certkiller. The network consists of a single Active Directory domain
Certkiller.com. The domain contains Windows Server 2003 computers, Windows XP Professional computers,
and Windows 2000 Professional computers. An IPSec policy is assigned to a server named CertkillerA. By
using the IP Security Monitor console on CertkillerA, you verify the IPSec communication connections, and
you notice that all computers that have established security associations (SAs) with CertkillerA are displayed by
their 1P addresses. Y ou want computers that have established SAs with CertkillerA to be displayed in IP
Security Monitor by afully qualified domain name (FQDN). What should you do on CertkillerA?

A. Inthe assigned policy, add a new rule that filters all TCP and UDP traffic on port 53.

Configure the filter action to permit unsecured | P packets to pass through.

B. Open the IP Security Monitor console and configure the properties of CertkillerA to enable the Enable DNS
name resol ution option.

C. From a command prompt, run the netsh ipsec static show all command.

D. From a command prompt, run the netsh ipsec dynamic show all command.

Answer: B

Explanation:



We need to check the Enable DNS Resolution on the Server properties of IPSEC Monitor (the PTR recordsin
DNS will resolve the | P addresses to host names).
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QUESTION 4

Y ou are the network administrator for Certkiller. The network consists of asingle Active Directory domain
Certkiller.com. The domain contains Windows Server 2003 domain controllers and Windows XP Professional
computers. A server named CertkillerSrv7 hosts a shared folder. Y ou want to use System Monitor to configure
monitoring of the server performance object to alert you when invalid logon attempts are made to the shared
folder. Y ou want to monitor only events that are associated with invalid logons. How should you configure the
alert?

To answer, drag one or more appropriate instances of the server performance object to the alter interface.
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Answer: Drag "Errors Logon" to the appropriate location. Server Object and Counter Errors Logon
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Explanation:

When aremote network resource is connected to by using a UNC name, the user's credentials must be validated.




A UNC connection works through Multiple UNC Provider (MUP) by using Server Messaging Blocks (SMBs).
An SMB called SESSION SETUP and X isused for the connection, and at that time the user's credentials are
passed to the network resource. If the resource is a domain controller that maintains the user account, then the
validation will occur locally on that computer. However, if the resource must use pass-through authentication
to validate the user, the secure channel mechanism listed earlier in this article is used. The network resource will
request a validation of the user from its domain controller, and if the user's credentials are not valid, the domain
controller will return an error to the network resource. Also, the domain controller will increment its

usri3_bad _pw_count for that user. Thiswill all take place transparently to the client workstation that originated
the request. The network resource will return a message to the client workstation. That message will have the
NT status code 0xC000006D, STATUS LOGON_FAILURE

QUESTION 5

Y ou are the network administrator for Certkiller. The network contains Windows Server 2003 computers and
Windows XP Professional computers. You install Software Update Services on a server named Certkiller3. You
create anew Group Policy object (GPO) at the domain level. Y ou need to properly configure the GPO so that
all computers receive their updates from Serverl. How should you configure the GPO?

To answer, configure the appropriate option or options in the dialog box.

Specily mdranet Microsoll update se b;_’v‘ . 2%

Seltng ] [ |

'% Specity nlrans! Microsoll update mervace beslion

= Mot Configuied
™ Erabied
 Disabled
St fha inlranet update serace for detecting updstes:
i b1
Sel the inlranet siatshcs senver
l =l

[enample hitp: /Antraretlipdd! |

Supported on  Windows Server 2003 famlly, ¥F 5P1, 2000 5F3

Answer: Select the "Enabled" radio button. In the " Set the intranet update service for detecting updates’ box,
enter the name of the server; in this case you would enter http://CertkillerA. Y ou should also enter
http://CertkillerA as the address of the intranet statistics server.

QUESTION 6

Y ou are the network administrator for Certkiller. The network consists of asingle Active Directory domain
Certkiller.com. The domain contains Windows Server 2003 computers and Windows X P Professional
computers. The written company security policy states that the audit policy on all file serversin the domain
must have the ability to audit failure events for user access to files and folders. Y ou create a custom security
template named fileserver.

Y ou need to configure the fileserver security template to enforce the written security policy of Certkiller for all



file servers. Which policy or polices should you modify?
To answer, select the appropriate audit policy or policesin the list of audit polices.
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Answer: Audit object access.




i Crsngole] - [ Coasmle Rook' Securily Temlates) o WINST, soc oty benplst e MleSe

o' Love.al Palickes’ Auclit Palicy | [E] E3

B At dew Papls Wik ek 18] x]
== mmE ¢
e s Polgy ' e Seilng |
': "'.F:ﬂ'fh Tembiti 18]k seoort loen vt Tt Cefied
x 'J. VTN 0Ly i B3 i ot managunsst Pt Cwlirmd
o B8] terit el g smwvizm scrmse Pt et
b sanaly !
' r“;“" ] St g s e Cefrwed
e e ! Fabs
= 9 fooantPolcks F SRR
1 3 -'f-"h‘:!nl;']l-'-ﬁ- !‘ﬂk:'l"'d!.' thmngs Pl Clirmd
LR foreouy i e rut ey :alﬂ!" di petelage e Mo Dwfirad
3] et ares Fo by 23] %t proge ks g Pk, Defred
= ?ﬂ I_r\m Frilcies Eﬂh 1w (e et Ewlrmd
St Folicy

3 4] 1hm Rigren Adiers nal
31 ] Secuity Do
= dg] Tuact Lag
- Rasticned Gooad
4 W Suilon Sadoe
i1 Wegedry
it T8 Fly S
e
e
Heah
FOals L
FE=TTE
| ELRF L
i 3 Oy

Explanation

Audit object access

This security setting determines whether to audit the event of a user accessing an object -for example, afile,
folder, registry key, printer, and so forth-that has its own system access control list (SACL) specified. If you
define this policy setting, you can specify whether to audit successes, audit failures, or not audit the event type
at all. Success audits generate an audit entry when a user successfully accesses an object that has an appropriate
SACL specified. Failure audits generate an audit entry when a user unsuccessfully attempts to access an object
that has a SACL specified. To set this value to No auditing, In the Properties dialog box for this policy setting,
select the Define these policy settings check box and clear the Success and Failure check boxes. Note that you

can set a SACL on afile system object using the Security tab in that object's Properties dialog box. Default: No
auditing.

QUESTION 7

Y ou are the network administrator for Certkiller. A server named CertkillerSrvC functions as alocal file server.
CertkillerSrvC contains several extremely confidential files. The company's security department wants all
attempts to access the confidential files on CertkillerSrvC to be recorded in alog. Y ou need to configure the
local security policy on CertkillerSrvC to give you the ability to comply with the security department's
requirements. No other auditing should be configured. What should you do?

To answer, drag the appropriate security setting or settings to the correct policy or polices.
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Explanation:

Audit object access

This security setting determines whether to audit the event of a user accessing an object -for example, afile,
folder, registry key, printer, and so forth-that has its own system access control list (SACL) specified. If you
define this policy setting, you can specify whether to audit successes, audit failures, or not audit the event type
at al. Success audits generate an audit entry when a user successfully accesses an object that has an appropriate
SACL specified. Failure audits generate an audit entry when a user unsuccessfully attempts to access an object
that has a SACL specified. We should audit success and failure to log all attempts to access the files.

QUESTION 8

Y ou are the network administrator for Certkiller. The network consists of a single Active Directory domain
named Certkiller.com. The domain contains 10 Windows Server 2003 computers. The domain controllers are
also configured as DNS server. Each DNS server hosts an Active Directory- integrated forward lookup zone
named Certkiller.com. The DNS servers are also configured with areverse lookup zone named 192.168.1.x
Subnet. The DHCP server is configured with a scope that has the following properties:

* An IP addressrange from 192.168.1.1 - 192.168.1.254

* A subnet mask of 255.255.255.0

* An exclusion range from 192.168.1.1 - 192.168.1.55

* Scope options that include the assignment of a DNS server and aWINS server. The existing servers have



static 1P addresses within the range of 192.168.1.1 - 192.168.1.10. Y ou assign a static | P address to a new
UNIX server named Serverl. You need to create anew host (A) resource record for Serverl. In addition, you
need to ensure that the DNS servers will respond to reverse lookup queries against the | P address for Serverl.
Y ou also need to maximize the security and availability of the A record for CertkillerSrv13. What should you
do?

To answer, configure the appropriate option or options in the dialog box, and drag the appropriate |P address to
the correct location.

IP Addresses Dialog Box
Select from these Place here

192.168.1.0 w 21

| CertiillerSrv13
| 192.168.1.25 |
Fully quakfed dosnan name (FODM):
| 192.168.1.58 CertkillerSrv13 Centkiller.com
| 192.168.1.255 | ;l'-‘odcl'm
7 Frasta srsasatad noinbas TETD\ sassud
Answer:
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Explanation:
192.168.1.0 & 192.168.1.255 are broadcast addresses, and would not be used.
192.168.1.1 - existing servers are 1-10, so thisaddressis already in use.
192.168.1.58 - is already in the scope (remember that 1-55 are excluded, so 56-254 are dynamic and can't be
used unless areservation is set).
192.168.1.25 - isthe only usable & available address | eft!

QUESTION 9

Y ou are the network administrator for Certkiller. The network consists of asingle Active Directory domain
Certkiller.com. All domain controllers have the DNS service installed. Y ou configure a new UNIX server to act
as asecondary DNS server that is authoritative for the DNS zone. Y ou create a host (A) record for the UNIX



server in the DNS zone. Y ou configure the DNS zone to allow zone transfersto all servers. Y ou need to
configure the DNS zone to accommodate the new UNIX server. What should you do?

A. Add aname server (NS) resource record for the UNIX server to the DNS zone.

B. Add the UNIX server to the start of authority (SOA) resource record for the DNS zone.

C. Add aglobal servicelocator (SRV) resource record that includes the UNIX server as a host.

D. Add a LDAP service locator (SRV) resource record that includes the UNIX server as a host.

Answer: A

Explanation:

When adding DNS serversto the domain, you must add an NS (Name Server) record to the zone. NS.
Description: Used to map a DNS domain name as specified in owner to the name of hosts operating DNS
servers specified in the name_server_domain_name field. Syntax: owner ttl IN NS name_server_domain_name.
Example: example.microsoft.com. IN NS nameserver1.example.microsoft.com.

QUESTION 10
Y ou are the network administrator for Certkiller. The network consists of asingle Active Directory domain
named Certkiller.com. The domain DNS servers are configured as shown in the following table.

Server name | IP address | Server operating system | Server role DNS role |
Certkiller1 10.10.1.222 | Windows Server 2003 Domain Controller | Standard primary
Certkiller2 10010.3. 126 | Windows 2000 Server Member server standard secondan
Certkiller3 10.10.2.241 | Windows Server 2003 Domain controller | Standard seconda:
Certkillerd 10104 192 | UNIX Not applicable Standard seconda
Certkillers 10,106,245 | Windows Server 2003 Domain controller | Standard seconda

You uninstall DNS from Certkiller2 and reconfigure Certkiller2 as afile server. Then you reconfigure
Certkiller4 as a caching-only server. Next, you reconfigure the domain controllers to use Active Directory-
integrated DNS zones. Y ou need to eliminate unnecessary zone transfer activity on the network.

What should you change in the Notify dialog box?

To answer, select the setting or settings that need to be changed. Select the | P address of addresses that need to
be removed from the list.

CI——— 2 x]

To sutomatically notify sacondary servers whan the 2ons changes, select
the Automatically Motify check bax, and then specify the servers,

[V _Automatically notify: |
" _Servers listed on the Name Servers tab |




10.10.2.241 pemove |
10.10,3.126

10.10,4,192
10.10.6.245

Answer: Remove all the addresses.

Explanation:

The remaining servers are domain controllers hosting active directory integrated zones. The information in an
active directory integrated zone is automatically replicated to every domain controller in the domain.

Note:

Y ou may need to uncheck the Automatically notify: box since notification is no longer required. Zone transfers
are no longer performed when ALL the servers are Active Directory Integrated zones. Thisis because zone
transfer is now done via Active Directory replication.

QUESTION 11

Y ou are the network administrator for Certkiller. All network servers run either Windows Server 2003,
Windows 2000 Server, or Windows NT Server 4.0. All client computers run either Windows XP Professional,
Windows 2000 Professional, Windows NT Workstation 4.0, or Windows 98. The network consists of an Active
Directory domain named Certkiller.com. All domain controllersin the domain run Windows Server 2003. All
domain controllers also have the DNS service installed and host and Active Directory-integrated zone named
Certkiller.com. A Windows Server 2003 member server assigns | P addresses to all computers in the company.
All IP addresses are assigned from the 10.1.0.0/24 scope. All computers in the company must always be
registered automatically in the Certkiller.com zone, regardless of the local TCP/IP configuration settings. Only
computers that have valid computer accounts in the Active Directory domain must be able to register host (A)
records in the zone. If a computer is removed from the network, the associated name registration must be
removed from DNS. Y ou are configuring the Certkiller.com DNS zone and the 10.1.0.0/24 DHCP scope to
comply with the stated requirements.

Which configuration settings should you use?

To answer, configure the appropriate option or options in the dialog boxes.
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QUESTION 12

Y ou are the network administrator for Certkiller. The network consists of asingle Active Directory domain
named Certkiller.com. Y ou configure a new Windows Server 2003 file server named CertkillerSrv1. You
restore user files from atape backup, and you create alogon script that maps drive letters to shared files on



CertkillerSrvl. Usersreport that they cannot access CertkillerSrvl through the drive mappings you created.
Users also report that CertkillerSrv1 does not appear in My Network Places. You log on to CertkillerSrv1 and
confirm that the files are present and that the NTFS permissions and share permissions are correct. Y ou cannot
access any network resources. Y ou run the ipconfig command and see the following output.

C:vJipconf ig

Windows [P Configuration

Ethernet adapter Local Area Conmnection:

LGonnection—=e pecifki1c DHE Suffix
Autoconf iguration IP Address. .

Subnet Mazk . . .
Default Gateway .

Y ou need to configure the TCP/IP properties on CertkillerSrv1 to resolve the problem. What should you do?

A. Add Certkiller.com to the DNS suffix for this connection field.

B. Configure the default gateway.

C. Configure the DNS server address.

D. Configure astatic | P address.

Answer: D

Explanation:

The IP address shown in the exhibit is an APIPA (automatic private |P addressing) address. This means that the
server is configured to use DHCP for it's IP configuration but is unable to contact a DHCP server (alikely cause
for thisisthat thereisn't a DHCP server on the network). We can fix the problem by configuring a static IP
address in the same IP range as the rest of the network.

Incorrect Answers:

A: A DNS suffix isn't necessary.

B: A default gateway isn't necessary unless thisis a routed network.

C: The server not having a DNS server address wouldn't prevent clients connecting to the server.

QUESTION 13

Y ou are the network administrator for Certkiller. The network consists of asingle Active Directory domain
named Certkiller.com. The network contains 100 Windows 2000 Professional computers and three Windows
Server 2003 computers. Information about the three serversis shown in the following table.

Name Operaling system Roles

Certkillersred, | Windews Scrvsr 2003 Domamn centreller, primary DG sorver
CortkilersnE | Windews Server 2003 Deomain centreller, WIS server
CertkilersmC | Windeows 2000 Advanced Serwver | Member server, DHCP server

Y ou add a network interface print device named CertkillerPrinterl to the network. Y ou manually configure the
| P address for CertkillerPrinterl. CertkillerPrinterl is not currently registered on the DNS server. The relevant
portion of the network is shown in the exhibit.
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Y ou need to ensure that client computers can connect to CertkillerPrinterl by using its name. What should you
do?
A. On CertkillerSrvA, add an alias (CNAME) record that references CertkillerPrinterl.
B. In the Hosts file on CertkillerSrvC, add aline that references CertkillerPrinterl.
C. On CertkillerSrvA, add a service locator (SRV) record that reference CertkillerPrinterl.
D. On CertkillerSrvA, add a host (A) record that references CertkillerPrinterl.
E. In the Hosts file on CertkillerSrvB, add aline that references CertkillerPrinterl.
Answer: D
Explanation:
The clients printer software needs to know the |P address of the printer. For this, we can smply enter ahost (A)
record in the DNS zone. An A record maps a hostname to an | P address.
Incorrect Answers:
A: An aias (CNAME) can only point to an A record. We need to create the A record. B: We should use DNS,
not a hostsfile.
C: Wedon't need an SRV record for aprinter. SRV records are used for computers providing aservice, like a
domain controller for example.
E: We should use DNS, not a hostsfile.

QUESTION 14

Y ou are the network administrator for Certkiller. The network consists of a single Windows Server 2003
domain named Certkiller.com. The functional level of the Certkiller.com domain is Windows 2000 mixed. The
network configuration is shown in the exhibit.
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The servers are configured as shown in the following table.
| Server Name | IP address|Server role Operating system | Services and applications installed
Certkiller1 10.10.2.5 |Domain controller | Windows Sever DNs, WINS
2003
Cernkiller2 10.10.28 | File and print Windows 2000 WINS, DHCP
Server Server
Certkiller3 10.10.22.1 |Domain controller | Windows 2000 DHNS
Server
Certkillerd 10.10.22.6 | Application server | Windows 2000 Winds, DHCP, Microsoft
Server Exchange Server 5.5
Certkillers 10.10.64.3 |Domain controller | Windows Server |DNS, WINS, DHCP
2003

Certkillerl isthe replication hub for the other WINS servers Y ou need to reduce the lookup traffic between
client computers and the WINS servers within each office. In addition, you need to optimize al network traffic
between offices and within each office. Y ou also need to ensure redundancy if the WINS service fails on any
one of the servers. How should you configure WINS forward lookups on Certkillerl?

To answer, configure the appropriate option or options in the dialog box, and drag the two appropriate |P
addresses to the correct locations.



IP Addresses Dialog Box
Select from these Place here

10.10.2.5_ | Certkiller.com Properties '
rt a Start of Authority (SOA) |
| 10.10.2. e | mCO| le

| Zone Transfers |
[ 10.10.221 You can use WINS to resclve names not Found by querying the DNS
FelTaE DA
| 10.10.22.6
W Use WINS forward lockup
| 10.10.2.8 I Do pet replicate this record
10.10.22.1 IP address:
| I
| 10.10.226 |
| 10.10.64.3
Answer:
- - [ |
Ganeisl | Sieeifdhen EDA | NaseGeran | Gerewdl | EewtolZubwsy($08) | NanwSonen
WikS | P Tiaselany | Sucaly | WS I Lo Tnaraden I Semunhy
ot S e WIS ke ok P rt bound By Qg Sa DG s e e SWIHIS Sosmolbie ey es not fund By gestpng e DRE
ot iy 10.40.22 .1
I g WG doerierd ooy [¥ Une wIHS ot b
r 0 = (o0 o rmplcabe e mcoid AAARN
E ackbars 10.10.2.8
Q Q 10.10.22 .1
= [EE: e 10.40.64.3
) :
i
|t Aivanced I
[ ] o | cn | [ | cod | ey |

Explanation:

In order to avoid wins lookup traffic across the WAN links, we must just configure wins forward lookups to
Certkillerland Certkiller2 because they are local to the DNS server. We can configure the other WINS servers
to replicate with Certkillerl out of office hours.

QUESTION 15

Y ou are the network administrator for Certkiller. The network consists of a single Active Directory domain
Certkiller.com. All servers run either Windows Server 2003 or Windows 2000 Server. All client computers run
either Windows XP Professional, Windows 2000 Professional, or Windows NT Workstation 4.0. All the
computers are members of the domain. All servers have static I P addresses, and all client computers are
assigned addresses by a DHCP server that runs Windows Server 2003. The DNS serviceisinstalled on three



Windows Server 2003 computers that are configured as domain controllers. Company network management
standards state that a DNS domain must be created for each department in the company. A new department
named Market Research has been organized. Y ou need to create a corresponding DNS zone named
marketresearch.Certkiller.com. The network management standards contain the following requirements.

* All computers must be registered in a DNS zone.

* All DNS records must be kept up-to-date at all times, and any changes to the host name or | P address must be
updated on the DNS record.

* Only computers that have valid accounts in the domain must be allowed to dynamically register recordsin the
DNS zone.

* To reduce administrative effort, all possible administrative tasks should be automated.

Y ou must configure the marketresearch.Certkiller.com zone to meet these requirements. Which three actions
should you perform? (Each correct answer presents part of the solution. Choose three)

A. Create a standard primary zone named marketresearch.Certkiller.com.

B. Create an Active Directory-integrated zone named marketresearch.Certkiller.com.

C. Configure the Dynamic updates settings on the marketresearch.Certkiller.com zone to be Secure only.

D. Configure the Dynamic updates settings on the marketresearch.Certkiller.com zone to be Secure and
nonsecure.

E. Configure the Dynamic updates setting on the marketresearch.Certkiller.com zone to be None.

F. Manually create and update DNS records for al hosts in the marketresearch.Certkiller.com zone.

G. Configure the DHCP server to register client computers that have received I P configuration from the DHCP
server in the marketresearch.Certkiller.com zone.

Answer: B, C, G

Explanation:

Create an Active Directory-integrated zone named marketresearch.Certkiller.com. Configure the Dynamic
updates settings on the marketresearch.Certkiller.com zone to be Secure only. Thiswill ensure the replication
will be automated and the records can be secured. Configure the DHCP server to register client computers that
have received | P configuration from the DHCP server in the marketresearch.Certkiller.com zone. The DHCP
will register the A and PTR records in behalf of the clients.

Incorrect Answers:

A: We need an Active Directory integrated zone for the secure updates.

D: We should not allow non-secure updates.

E: We need to automate the processes. Dynamic updates should be enabled. F: We need to automate the
processes. Dynamic updates should be enabled.

QUESTION 16

Y ou are the network administrator for Certkiller. The network consists of a single Active Directory domain
named Certkiller.com. A Windows Server 2003 computer named CertkillerC functions as the DNS server for
the domain. Wingtip Toysisadivision of Certkiller. The Wingtip Toys network consists of asingle Active
Directory domain named wingtiptoys.com. CertkillerC is a secondary zone server for wingtiptoys.com. Y ou are
monitoring notification traffic between the two domains. Y ou need to keep a record of when the primary DNS
server for wingtiptoys.com informs CertkillerC if available changes in the wingtiptoys.com zone. What should
you do?

A. Use the Performance consol e to create alog of the DNS performance counter Notification Received on
CertkillerC.

B. Enable debug logging on CertkillerC.



Configure the log to record Notification events.

C. Run the replmon command to monitor replication events on CertkillerC.

D. Run the dcdiag command to check DNS registration on CertkillerC.

Answer: B

Explanation:

To set the debug logging options, you must first select Log packets for debugging. To get useful debug logging
output you need to select a Packet direction, a Transport protocol and at least one more option. In addition to
selecting events for the DNS debug log file, you can specify the file name, location, and maximum file size for
the file. Using debug logging options slows DNS server performance.
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QUESTION 17

Y ou are the network administrator for Certkiller. The network consists of two DNS domains named
Certkiller.com and south.Certkiller.com. A Windows Server 2003 computer named CertkillerSrvA isadomain
controller and DNS server for Certkiller.com. CertkillerSrvA is al'so a secondary zone server for
south.Certkiller.com. A Windows 2000 Server computer named CertkillerSrvB is adomain controller and the
DNS server for south.Certkiller.com. The two DNS domains are connected through an ISDN line. Y ou need to
monitor the successful incremental zone transfers from south.Certkiller.com to Certkiller.com.

What should you do?
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Expl anation:

The incremental update for a DNS record is determined by the I XFR counter, incremental DNS transfer. The
AXFR isafull replication.



The dynamic updated is a computer registering to DNS. The secure updated is a computer member of the
domain who is registering his record. Wins has nothing to do with this, we are talking about DNS.
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Remember to change your radio buttons and not just do the drag and drop. Not shown in the answer above, the
following radio buttons should be set:

* Select counters from computer

* Select counters from list

QUESTION 18

Y ou are the network administrator for Certkiller. The network consists of two DNS domains named
Certkiller.com and west.Certkiller.com. The company opens a new branch office. The network in the new office
is configured as the east.Certkiller.com DNS domain. The three domains now contain the Windows Server 2003
computers that are described in the following table.

Server name | Domain Server roles

Certkiller1 Certkiller.com Domain controller, DNS server, start of authority (SOA)
Certkiller? west Certkiller com| Domain controller, DS server

Certkiller3 | east Certkiller.com| Domain controller, primary DNS server

The relevant portion of the network is shown in the exhibit.
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Y ou start the New Delegation wizard to create a new del egation resource record for the east.Certkiller.com
domain to the Certkiller.com domain. How should you configure the delegation resource record?
To answer, drag the appropriate server name and | P address to the correct locations in the dialog box.
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Explanation:

When creating a delegation, you must enter the fully qualified domain name of the DNS server that is
authoritative for the delegated domain. In this case, the server's name is Certkiller3.east.Certkiller.com. You
must also enter the | P address of the DNS server; in this case 192.168.5.2.

QUESTION 19

Y ou are the network administrator for Certkiller. The network consists of a single Active Directory forest. The
forest contains three domains named Certkiller.com, sales.Certkiller.com, and marketing.Certkiller.com. The
relevant portion of the forest is shown in the work area below. The current Master Operation roles held by each
domain controller are shown in the following table.

Domain controller | Roles

Certkiler1 PDC emulator, RID master, infrastructure master
Certkiller2 Schema master, domain naming master
Certkille_r?) PDC emulator, RID master. infrastructure master
Certkillerd PDC emulator, RID master, infrastructure master

Usersin the sales.Certkiller.com report that they are unable to access resources in marketing.Certkiller.com.
The network security administrator discovers that K erberos authentication is failing because of atime
synchronization error. Y ou need to identify the serversthat are providing time synchronization services to the
client computers in each child domain. Which servers should you identify?

To answer, drag the appropriate server to the corresponding child domain. Y ou can use a server name more than
once.
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Answer: Drag the PDC Emulators to the appropriate domains.

In the two lower triangles there is a space for the drag and drop on each triangle. The question is asking which
server provides time sync for Sales and which one for Marketing.

Explanation:

By default if you are out of the timing, Kerberos will reject your authentication; the default time is 5 minutes By
default the first domain controller on each domain isthe NTP server for that domain. The first domain
controller in adomain is also the PDC emulator by default, so we know that Certkillerl isthe NTP server for



the Certkiller.com domain. Y ou can configure the domain controllers in each child domain to synchronize the
time with the root domain.

net time \\server2 /domain:contoso.com /setsntp:server1.Certkiller.com.

net time \\server3 /domain:sal es.contoso.com /setsntp:server1.Certkiller.com.

net time \\server4 /domain:marketing.contoso.com /setsntp:server1.Certkiller.com.

Also you can provide alist to provide afault redundant configuration.

QUESTION 20

Y ou are the network administrator for Certkiller. The network consists of asingle Active Directory domain
Certkiller.com. The domain contains Windows Server 2003 computers and Windows X P Professional
computers. You configure a server named CertkillerSrv as a print server. The name of the print queueis
\\CertkillerSrv\laserprinter. Y ou assign the Everyone group the Allow - Print permissions. Three days later, you
discover that print jobs submitted to \\CertkillerSrv\laserprinter are not being printed. Y ou log on to the client
computer named Clientl. Clientl is configured to use \\CertkillerSrv\laserprinter as its default printer. You
submit several print jobs, but none of them print and no error message is displayed. In Printers and Faxes on
Clientl, you open \\CertkillerSrv \laserprinter. Y ou see the following status of the print queue: "laserprinter on
CertkillerSrv is unable to connect”. Y ou are able to connect to CertkillerSrv by running the ping command. Y ou
need to ensure that print jobs submitted to \\CertkillerSrv \laserprinter will be printed. What should you do?

A. Create a shared printer object in Active Directory for \\CertkillerSrv \laserprinter.

B. From a command prompt on Client1, run the Net Print \\CertkillerSrv \lasterprinter command.

C. On Client1, open the Services console and restart the Print Spooler service.

D. On Client1, open the Services console and connect to CertkillerSrv . Restart the Print Spooler service.
Answer: D

Explanation:

If print jobs aren't being printed and no errors are received, then the problem is often a stalled print spooler
service. This can be on the client or the server. In this case, different people are having the same problem, so the
problem islikely to be with the server. From aclient computer, you can connect to the server and restart the
spooler service.

Incorrect Answers:

A: The printer is already shared. Creating another share won't help. B: This command isincomplete. If it were
complete, it wouldn't fix the printing problem. C: Different people are having the same problem, so the problem
islikely to be with the server rather than the client.

QUESTION 21

Y ou are the network administrator for Certkiller. A new Windows Server 2003 computer named Certkiller6 is
located in asmall branch office. Certkiller6 runs third-party update software and needs to connect to the Internet
to download software updates. Certkiller6 distributes the updates to Windows X P Professional client computers
in the branch office. Y ou configure Certkiller6 so that when you double-click the Internet Explorer icon, a VPN
dial-up connection to the main office automatically starts. Y ou want Certkiller6 to access the Internet through a
Microsoft Internet Security and Acceleration (1SA) Server computer named ISA1 in the main office. ISA1 uses
| P address 131.107.68.92 on the Internet and is a so the Routing and Remote Access server to the LAN. The
ISA1 LAN interface uses IP address 10.10.0.1. Inbound VPN connections receive 10.10.0.0 | P addresses. Client
computers can connect to the Internet only through ISA1. ISA1 has dynamically updates host (A) resource
records for both ISA1 interfaces. On Certkiller6, you double-click the Internet Explorer icon to initiate an
Internet connection. Certkiller6 successfully establishes a VPN connection to ISA1, but cannot connect to the
Internet. The Internet Explorer settings for the VPN dial-up connection are shown in the exhibit.
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Some users on other VPN connectionsto ISA1 report that they can connect to the Internet, and other users
report that they cannot. Y ou want Certkiller6 and al other VPN connectionsto ISA1 to consistently connect to
the Internet. What should you do?

A. Inthe Internet Explorer settings for the VPN dial-up connection on Certkiller6, select the Bypass proxy
server for local addresses check box.

B. In the Internet Explorer settings for the VPN dial-up connection on Certkiller6, enter 10.10.0.1 for the proxy
server address.

C. Inthe Internet Explorer settings for the VPN dial-up connection on Certkiller6, select the Automatically

detect settings check box.

D. On the network properties for the 131.107.68.92 connection on ISA 1, clear the Register this connection's
addresses in DNS check box.

Answer: D

Explanation:

The address of the proxy server isISA L. This address will need to be resolved using DNS. The question states
that ISA1 has dynamically updated host (A) resource records for both ISA1 interfaces. This means that when
you query DNS for the I P address of 1SA1 you could get one of two answers - the | P address of the external
interface or the IP address of the internal interface. We want the I P address of the internal interface only, so we
should clear the Register this connection’s addresses in DNS check box for the external interface of 1SA1.
Incorrect Answers:

A. Bypass proxy server for local addresses removes the workload on the ISA server and only sends data to the
|SA server when the datais for an external address. This option in this scenario will reduce further the traffic to
the 1SA server and will not correct the issue.

B. This only works for Certkiller6. The question states: "Certkiller6 and all other VPN connectionsto ISA1 to
consistently connect to the Internet” and the other clients are not covered.

C. Like answer B above, with the correct settings, this still only works for Certkiller6 and not the other clients.



QUESTION 22

You are anetwork administrator for Certkiller. A Windows Server 2003 computer named CertkillerSrvA is
exhibiting connectivity problems. Y ou monitor CertkillerSrvA by using System Monitor and Network Monitor.
While monitoring, you notice that CertkillerSrvA has approximately 4 MB of available memory, and the
average CPU utilization is running at 95 percent. When you investigate the Network Monitor capture, you

notice that some network packets sent to CertkillerSrvA during the capture have not been captured. Y ou need to
ensure that the impact of monitoring on CertkillerSrvA isreduced and that all packets sent to the computer are
captured. What should you do?

A. From a command prompt, run the diskperf command.

B. Run Network Monitor in dedicated capture mode.

C. Configure a Network Monitor capture filter.

D. Increase the buffer size in Network Monitor.

Answer: B

Explanation:

Dedicated capture mode,

Network Monitor does not display or refresh capture statistics when frames are copied to the temporary capture
file. Thisfrees more resources for capturing data. Use dedicated capture mode if Network Monitor drops frames
due to alack of resources. If we no not change that dedicated capture will start in:

Normal Mode

Click to turn off Dedicated Capture Mode and return to the Network Monitor Capture window. Dedicated
capture mode, Frame capture continues until you explicitly stop the capture process.

Capturefilters

A capture filter functions like a database query that you can use to specify the types of network information you
want to monitor. For example, to see only a specific subset of computers or protocols, you can create an address
database, use the database to add addresses to your filter, and then save the filter to afile. By filtering frames,
you save both buffer resources and time. Later, if necessary, you can load the capture filter file and use the filter

again.

QUESTION 23

Y ou are the network administrator for Certkiller. The network consists of a single Active Directory domain
Certkiller.com. The domain contains 10 Windows Server 2003 computers and 1,000 Windows X P Professional
computers. You configure a server named CertkillerSrv as a Network Address Trandator (NAT) server.
CertkillerSrv is used to connect all computers on the company network to the Internet. Y ou remove both of the
old 10-Mbps network adapters in CertkillerSrv, and you replace them with 10/100-Mbps network adapters. All
users now report that they are not able to connect to computers on the Internet. On CertkillerSrv, you confirm
that the network adapter connected to the Internet has a public | P address, but you cannot connect to computers
on the Internet. Y ou can connect to computers that are on the company network. Y ou need to ensure that
computers on the company network can connect to the Internet through CertkillerSrv. On CertkillerSrv, you
open the Routing and Remote Access console, and you open the properties of the network adapter that is
connected to the Internet. What should you do next?

To answer, configure the appropriate option or options in the dialog box.
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Explanation:
We must check the NAT check box in order to convert the Public IP address to our internal private IP We need
to select public interface connected to the internet because thisis the Interface that is connected to our ISP

QUESTION 24

Y ou are the network administrator for Certkiller. All client computers on the network run Windows NT
Workstation 4.0. The new written company network policy requires you to change all network computers from
static IP configuration to dynamically assigned IP configuration. The network policy requires a Windows
Server 2003 DHCP server to dynamically assign the addresses. Y ou anticipate the possibility that some of the
client computers in the company will be overlooked and will continue to use static IP configuration. If this
occurs, you want to ensure that the DHCP server will not lease an address that is already statically configured
on another computer. Y ou want to configure the DHCP serversto lease only | P addresses that are not already in
use. Also, you do not want to increase network traffic any more than necessary, and you want to minimize the
amount of time DHCP clients wait for an | P address lease. What should you do?

A. Configure the DHCP server Conflict detection attemptsto 1.

B. Configure the DHCP server Conflict detection attemptsto 3.

C. Configure client reservations for each client computer MAC address.



D. Activate and reconcile the scopes.

Answer: A

Explanation:

When conflict detection attempts are set, the DHCP server uses the Packet Internet Groper (ping) process to test
available scope | P addresses before including these addresses in DHCP lease offers to clients. A successful ping

means the | P address is in use on the network. Therefore, the DHCP server does not offer to lease the addressto
aclient. If the ping request fails and times out, the | P address is not in use on the network. In this case, the
DHCP server offersto lease the address to a client. Each additional conflict detection attempt delays the DHCP
server response by a second while waiting for the ping request to time out. This increases the load on the server.
A value of no greater than two (2) for ping attempts is recommended.

QUESTION 25

Y ou are the network administrator for Certkiller. The network consists of asingle Active Directory domain
Certkiller.com. The domain contains a Windows Server 2003 member server named CertkillerA, which
contains confidential information. CertkillerA also runs 1S and functions as a Web server for the company
intranet. Y ou want to secure the Web traffic to and from CertkillerA. Y ou configure 11S to require only secure
communications. Users must be authenticated on CertkillerA by using a domain user name and password.
CertkillerA has been functioning properly for five months. Now, when users attempt to connect to CertkillerA
by using Internet Explorer, an error message appears. CertkillerA responds to the ping command by host name
and I P address. Y ou view the services on CertkillerA, some of which are shown in the following window.

N | Stabus | Startwp Type | Log On As

o Compter Broveses Ay stomatic Local System
San1TP 551 Aut ot Lol System
%hﬁ( Logon Astomatic Local System
ﬁi{-:urrj:r y Logan Skarted At camstic Local Sy<tem
&g webTlient arted  Automatic Local Service

Y ou need to enable users to access the intranet Web content on CertkillerA. Which two actions should you
perform on CertkillerA? (Each correct answer presents part of the solution. Choose two)

A. Start the Computer Browser service.

B. Start the HTTP SSL service.

C. Start the Net Logon service.

D. Restart the Secondary Logon service.

E. Restart the Web Client service.

Answer: B, C

Explanation:

Answers A, B and C list the only services that are not running, so D and E are incorrect. We need to start the net
logon to provide authentication. (C) We need to start the http SSL service for [1Sin order to use SSL
encryption. (D)

Note:

if wewould like to have the browsing service we will need to start Computer Browser service.




QUESTION 26

Y ou are the network administrator for Certkiller. The network consists of two Active Directory domains. One
domain is named Certkiller.com. A subsidiary company named Acme has a domain named acme.com. Both
domainsareinasingle forest. A primary DNS server for Certkiller.comislocated in the company's Berlin
office. A primary DNS server for acme.com is located in the company's Prague office. Both DNS servers are
Windows Server 2003 computers. Each domain has three regional offices. Each regional office contains the
following computers:

* A secondary DNS server in its respective domain.

* A DHCP server.

* A recently installed Microsoft Internet Security and Acceleration (1SA) Server computer that connects the
LAN to the Internet. Company sales representatives visit the Berlin office, the Prague office and al regional
offices several times each month. All sales representatives use Windows XP Professional portable computers
that are members of the Certkiller.com domain. Y ou create an appropriate wpad.dat script file on each of the

| SA serversin each regional office. On each DHCP server you configure the 252 Proxy Autodiscovery option
and the corresponding http://I SA ServerName/wpad.dat string value. Sales representatives report that they
cannot access to the Internet by using Internet Explorer when they visit an office that isin the acme.com
domain. Y ou need to ensure that all users can access the Internet at all times. Y ou want to use the minimum
amount of administrative effort. What should you do?

A. Configure Windows XP Professional portable computers with the primary DNS suffix of acme.com.

B. Configure the Advanced TCP/IP Settings on the Windows XP Professional portable computers with aDNS
suffix for this connection setting of acme.com.

C. On each DHCP server that is a member of the acme.com domain, configure the 015 DNS Domain Name
option to be acme.com.

D. On the primary DNS server for the acme.com domain, add a_http_service service locator (SRV) resource
record for each | SA server in the acme.com domain.

Answer: C

Explanation:

015 DNS Domain Name will automatically set the "DNS Suffix for this connection” string.

Incorrect answers:

A. Thisisonly the DNS suffixes to be tried when resolving names during a lookup

B. Thiswould work, but would need to be done manually and changes each time the portable computer changed
locations. The constraint for minimum amount of administrative effort would not be achieved.

C. Thisiscorrect

D. Thereisno such SRV record in use

QUESTION 27

Y ou are the network administrator for Certkiller. The network contains 12 Windows Server 2003 computers and
300 Windows XP Professional computers.

Three servers named Certkiller4, Certkillerb, and Certkiller6 run a critical business application. When
performing performance baselining on these three servers, you notice that Certkiller6 has alarger number of
concurrently connected users at any given moment than Certkiller4 or Certkiller5. The additional workload is
causing performance problems on Certkiller6. Y ou need to identify which client computers are connected to
Certkiller6. Y ou plan to run Network Monitor on Certkiller6 to capture all packets sent to Certkiller. The
capture task must be configured to meet the following requirements:

* To reduce the size of the captured data, you want to capture only the packet headers.

* If alarge number of packets are captured, the packets must be retained on the server. Captured packets must



not overwrite previously captured packets.

Which two tasks should you perform to configure Network Monitor? (Each correct answer presents part of the
solution. Choose two)

A. Configure the Network Monitor display filters.

B. Configure the Network Monitor capture filters.

C. Increase the Network Monitor buffer size setting.

D. Decrease the Network Monitor buffer size setting.

E. Increase the Network Monitor frame size setting.

F. Decrease the Network Monitor frame size setting.

Answer: C, F

Explanation:

After installing Network Monitor, users can capture to afile all the frames sent to, or retained by the network
adapter of the computer on which it isinstalled. These captured frames can then be viewed or saved for later
analysis. Users can design a capture filter so that only certain frames are captured. Thisfilter can be configured
to capture frames based on criteria such as source address, destination address, or protocol. Network Monitor
also makes it possible for a user to design a capture trigger to initiate a specified action when Network Monitor
detects a particular set of conditions on the network. This action can include starting a capture, ending a capture,
or starting a program.

Capturefilters

A capture filter functions like a database query that you can use to specify the types of network information you
want to monitor. For example, to see only a specific subset of computers or protocols, you can create an address
database, use the database to add addresses to your filter, and then save the filter to afile. By filtering frames,
you save both buffer resources and time. Later, if necessary, you can load the capture filter file and use the filter
again.

Dedicated capture mode,

Network Monitor does not display or refresh capture statistics when frames are copied to the temporary capture
file. Thisfrees more resources for capturing data. Use dedicated capture mode if Network Monitor drops frames
due to alack of resources. If we no not change that dedicated capture will start in:

Normal Mode

Click to turn off Dedicated Capture Mode and return to the Network Monitor Capture window. Dedicated
capture mode, Frame capture continues until you explicitly stop the capture process.

Capture Buffer Settings

Use this dialog box to adjust the size of the data frame and the total amount of frames you want to capture.
Buffer Size (MB)

The size of your capture buffer. By default, the buffer sizeis set to 1.0 MB. Y ou can reduce the amount of data
you capture by shrinking the capture buffer.

Frame Size (bytes)

The number of bytes that you want Network Monitor to capture from each frame. By default, the frame sizeis
Full (65,535). The drop-down list contains numbers in increments of 64, up to 65,472. Y ou can select one of
these numbers, or you can type a specific number between 32 and 65,535, inclusive.

QUESTION 28

Y ou are the network administrator for Certkiller. The network consists of a single Active Directory domain
named Certkiller.com. The functional level of Certkiller.com is Windows Server 2003. The sales division has
500 users. These users belong to global groups as shown in the following table.

Group name Users Member of



Sales Users All sales personnel None

Internal Sales Internal sales personnel Sales Users

All sales personnel with the exception of the employeesin the Internal Sales group, are roaming users who
reguire access to the network from remote locations. Y ou configure a server named Certkiller13 to function asa
Routing and Remote Access server. In the properties of all user accounts, you enable the Control access through
remote access policy setting. Y ou need to configure remote access polices on Certkillerl3. Y ou also need to
ensure that only roaming users are able to connect to Certkillerl3 from remote locations. What should you do?
A. 1. Create aremote access policy named Policyl.

On Poalicy1, add the policy condition Windows-Groups matches " Certkiller.com\Sales Users'.

Configure Policyl to allow access based on this policy condition.

2. Create aremote access policy named Policy?2.

On Policy2, add the policy condition Windows-Groups matches " Certkiller.com\internal Sales’.

Configure Policy2 to deny access based on this policy condition.

3. Assign Policy2 an order of 2.

Assign Policyl an order of 1

B. 1. Create aremote access policy named Policyl.

On Policy1l, add the following condition Windows s-Groups matches " Certkiller.com\Sales Users".
Configure Policyl to allow access based on this policy condition.

2. Create aremote access policy named Policy?2.

On Poalicy2, add the policy condition Windows s-Groups matches " Certkiller.com\internal Sales’.

Configure Policy2 to deny access based on this policy condition.

3. Assign Policy2 an order of 1. Assign Policyl an order of 2.

C. 1. Create aremote access policy named Policyl.

On Poalicy1, add the policy condition Windows s-Groups matches " Certkiller.com\Sales Users'.

2. On Policyl, add the second policy condition Windows s-Groups matches " Certkiller.com\Internal Sales'.
3. Configure Policy1 to deny access based on these policy conditions.

D. 1. Create aremote access policy named Policyl.

On Poalicy1, add the following condition Windows s-Groups matches " Certkiller.com\Sales Users".

2. On Policy1, add the second policy condition Windows s-Groups matches Windows s-Groups matches
"Certkiller.com\Internal Sales'.

3. Configure Policy1 to allow access based on these policy conditions.

Answer: B

Explanation:

We need to allow remote access to Sales group who are not members of the Internal Sales group. Therefore, we
need to check that the user is a member of the Internal Sales group first; if the user is a member of this group,
the user will be denied access. Then we can check if the user is a member of the Sales group; if so, the user is
permitted access.

Incorrect Answers:

A: Part of the answer is missing.

C: Thiswill deny access to members of the Sales group and members of the Internal Sales group.

D: Thiswill allow access to members of the Sales group and members of the Internal Sales group.

QUESTION 29

Y ou are the network administrator for Certkiller. The network contains 400 Windows XP Professional
computers and a Windows Server 2003 computer that runs Microsoft Internet Security and Acceleration (1SA)
Server. Three hundred employees work from remote locations. These users dial in to the company LAN to



establish an Internet connection and then using a VPN connection to connect to a Windows Server 2003
computer named Certkiller RAS. Internet access speeds among the dial-in users range from 28.8 Kbpsto 3
Mbps. The proxy server logs ahigher level of Internet activity when the dial-in users connect. The DNS server
forwards DNS queries to two Internet service provider (ISP) DNS servers. Regardless of Internet access speed,
dial-in users report that local Web browsing for public Internet pages slows dramatically whenever they
establish a VPN connection to Certkiller RAS. Y ou run a network monitoring utility and verify that the LAN
bandwidth utilization is within acceptable limits. Y ou need to resolve the slow Internet performance issue. Y ou
plan to use the Connection Manager Administration Kit wizard to configure all the dial-in user connections.
What should you do?

A. Configure the Internet Explorer LAN settings to Automatically detect settings.

B. In the TCP/IP settings for each VPN client connection, add the DNS IP addresses of the two DNS servers
hosted by the ISP as the primary DNS address.

C. Inthe TCP/IP settings for each VPN client connection, add the DNS IP address of Certkiller's DNS server as
the primary DNS address.

D. Inthe TCP/IP settings for each VPN client connection, clear the Make this connection the client's default
gateway check box.

Answer: D

Explanation:

When the users dia into the network, they use the LAN router as their default gateway, so they can access the
internet. However, when they connect to the VPN server, the VPN server becomes the clients default gateway.
Thismeansthat all internet traffic is going through the VPN server. We can prevent this by going into the
TCP/IP settings for each VPN client connection and clearing the Make this connection the client's default
gateway check box.

QUESTION 30

Y ou are the network security administrator for Certkiller. The network consists of a single Active Directory
domain Certkiller.com. The domain contains Windows Server 2003 computers and Windows XP Professional
computers. The human resources department stores confidential data on a server named CertkillerB. The written
company security policy states that TCP/IP traffic sent to and from CertkillerB must be encrypted. Y ou need to
encrypt all TCP/IP traffic that is sent between CertkillerB and the client computers in the human resources
department. What should you do?

A. Use auto enrollment to request and install an IPSec certificate on all client computers in the human resources
department and on CertkillerB.

B. Use auto enrollment to request and install a Computer certificate on all client computersin the human
resources department and on CertkillerB.

C. Use Encrypting File System (EFS) to encrypt all human resources data that is stored on CertkillerB.

D. Assign the Secure Server |PSec policy to CertkillerB. Assign the Client I1PSec policy to al client computers
in the human resources department.

Answer: D

Explanation:

IPSEC for High security Computers that contain highly sensitive data are at risk for data theft, accidental or
malicious disruption of the system (especially in remote dial-up scenarios), or any public network
communications. Secure Server (Require Security), A default policy, requires IPSec protection for all traffic
being sent or received (except initial inbound communication) with stronger security methods. Unsecured
communication with a non-1PSec-aware computer is not allowed. Assigning the Client IPSec policy to all client
computers in the human resources department will enable the clients to communicate with CertkillerB using



| PSec.

Incorrect Answers:

A: Providing certificates does not automatically provide encryption.

B: Providing certificates does not automatically provide encryption

C: EFS encrypts and protects data at rest, the requirement is protecting data in transit.



